
27.09.2011

1

Introduction

Chapter 1

Uses of Computer Networks

• Business Applications

• Home Applications

• Mobile Users

• Social Issues



27.09.2011

2

Business Applications of Networks

A network with two clients and one server.

Business Applications of Networks (2)

The client-server model involves requests and replies.
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Home Network Applications

• Access to remote information

• Person-to-person communication

• Interactive entertainment

• Electronic commerce

Home Network Applications (2)

In  peer-to-peer system there are no fixed clients and servers.
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Home Network Applications (3)

Some forms of e-commerce.

Mobile Network Users

Combinations of wireless networks and mobile computing.
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Network Hardware

• Local Area Networks

• Metropolitan Area Networks

• Wide Area Networks

• Wireless Networks

• Home Networks

• Internetworks

Broadcast Networks

Types of transmission technology

• Broadcast links

• Point-to-point links
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Broadcast Networks (2)

Classification of interconnected processors by scale.

Local Area Networks

Two broadcast networks
(a) Bus
(b) Ring
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Metropolitan Area Networks

A metropolitan area network based on cable TV.

Wide Area Networks

Relation between hosts on LANs and the subnet.
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Wide Area Networks (2)

A stream of packets from sender to receiver.

Wireless Networks

Categories of wireless networks:

• System interconnection

• Wireless LANs

• Wireless WANs
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Wireless Networks (2)

(a) Bluetooth configuration
(b) Wireless LAN

Wireless Networks (3)

(a) Individual mobile computers
(b) A flying LAN
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Home Network Categories

• Computers (desktop PC, PDA, shared peripherals

• Entertainment (TV, DVD, VCR, camera, stereo, MP3)

• Telecomm (telephone, cell phone, intercom, fax)

• Appliances (microwave, fridge, clock, furnace, airco)

• Telemetry (utility meter, burglar alarm, babycam).

Network Software

• Protocol Hierarchies

• Design Issues for the Layers

• Connection-Oriented and Connectionless Services

• Service Primitives

• The Relationship of Services to Protocols
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Network Software
Protocol Hierarchies

Layers, protocols, and interfaces.

Protocol Hierarchies (2)

The philosopher-translator-secretary architecture.
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Protocol Hierarchies (3)

Example information flow supporting virtual communication in layer 5.

Design Issues for the Layers

• Addressing

• Error Control

• Flow Control

• Multiplexing

• Routing
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Connection-Oriented and Connectionless 
Services

Six different types of service.

Service Primitives

Five service primitives for implementing a simple connection-
oriented service.
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Service Primitives (2)

Packets sent in a simple client-server interaction on a 
connection-oriented network.

Services to Protocols Relationship

The relationship between a service and a protocol.
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Reference Models

• The OSI Reference Model

• The TCP/IP Reference Model

• A Comparison of OSI and TCP/IP 

• A Critique of the OSI Model and Protocols

• A Critique of the TCP/IP Reference Model

Reference Models

The OSI 
reference 
model.
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Reference Models (2)

The TCP/IP reference model.

Reference Models (3)

Protocols and networks in the TCP/IP model initially.
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Comparing OSI and TCP/IP Models

Concepts central to the OSI model

• Services

• Interfaces

• Protocols

A Critique of the OSI Model and Protocols

Why OSI did not take over the world

• Bad timing

• Bad technology

• Bad implementations

• Bad politics
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Bad Timing

The apocalypse of the two elephants.

A Critique of the TCP/IP Reference Model

Problems:

• Service, interface, and protocol not distinguished

• Not a general model

• Host-to-network “layer” not really a layer

• No mention of physical and data link layers

• Minor protocols deeply entrenched, hard to replace
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Hybrid Model

The hybrid reference model to be used in this book.

Example Networks

• The Internet

• Connection-Oriented Networks:
X.25, Frame Relay, and ATM

• Ethernet

• Wireless LANs: 802:11



27.09.2011

20

The ARPANET

(a) Structure of the telephone system.
(b) Baran’s proposed distributed switching system.

The ARPANET (2)

The original ARPANET design.
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The ARPANET (3)

Growth of the ARPANET  (a) December 1969.   (b) July 1970.
(c) March 1971.    (d) April 1972.    (e) September 1972. 

NSFNET

The NSFNET backbone in 1988.
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Internet Usage

Traditional applications (1970 – 1990) 

• E-mail

• News

• Remote login

• File transfer

Architecture of the Internet

Overview of the Internet.
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ATM Virtual Circuits

A virtual circuit.

ATM Virtual Circuits (2)

An ATM cell.



27.09.2011

24

The ATM Reference Model

The ATM reference model.

The ATM Reference Model (2)

The ATM layers and sublayers and their functions.
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Ethernet

Architecture of the original Ethernet.

Wireless LANs

(a) Wireless networking with a base station.
(b) Ad hoc networking.
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Wireless LANs (2)

The range of a single radio may not cover the entire system.

Wireless LANs (3)

A multicell 802.11 network.
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Network Standardization

• Who’s Who in the Telecommunications World

• Who’s Who in the International Standards World

• Who’s Who in the Internet Standards World

ITU

• Main sectors
• Radiocommunications

• Telecommunications Standardization

• Development

• Classes of Members
• National governments

• Sector members

• Associate members

• Regulatory agencies
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IEEE 802 Standards

The 802 working groups.  The important ones are 
marked with *.  The ones marked with  are 
hibernating.  The one marked with  † gave up.

Metric Units

The principal metric prefixes.
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The Physical Layer

Chapter 2

The Theoretical Basis for Data 
Communication

• Fourier Analysis

• Bandwidth-Limited Signals

• Maximum Data Rate of a Channel
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Bandwidth-Limited Signals

A binary signal and its root-mean-square Fourier amplitudes.

(b) – (c) Successive approximations to the original signal.

Bandwidth-Limited Signals (2)

(d) – (e) Successive approximations to the original signal.
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Bandwidth-Limited Signals (3)

Relation between data rate and harmonics.

Guided Transmission Data

• Magnetic Media

• Twisted Pair

• Coaxial Cable

• Fiber Optics
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Twisted Pair

(a) Category 3 UTP.
(b) Category 5 UTP.

Coaxial Cable

A coaxial cable.
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Fiber Optics

(a) Three examples of a light ray from inside a silica fiber impinging 
on the air/silica boundary at different angles.

(b) Light trapped by total internal reflection.

Transmission of Light through Fiber

Attenuation of light through fiber in the infrared region.
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Fiber Cables

(a) Side view of a single fiber.
(b) End view of a sheath with three fibers.

Fiber Cables (2)

A comparison of semiconductor diodes and LEDs as light sources.
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Fiber Optic Networks

A fiber optic ring with active repeaters.

Fiber Optic Networks (2)

A passive star connection in a fiber optics network.
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Wireless Transmission

• The Electromagnetic Spectrum

• Radio Transmission

• Microwave Transmission

• Infrared and Millimeter Waves

• Lightwave Transmission

The Electromagnetic Spectrum

The electromagnetic spectrum and its uses for communication.
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Radio Transmission

(a) In the VLF, LF, and MF bands, radio waves follow the 
curvature of the earth.

(b) In the HF band, they bounce off the ionosphere.

Politics of the Electromagnetic Spectrum

The ISM bands in the United States.
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Lightwave Transmission

Convection currents can interfere with laser communication systems.  

A bidirectional system with two lasers is pictured here.

Communication Satellites

• Geostationary Satellites

• Medium-Earth Orbit Satellites

• Low-Earth Orbit Satellites

• Satellites versus Fiber
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Communication Satellites

Communication satellites and some of their properties, 
including altitude above the earth, round-trip delay time 

and number of satellites needed for global coverage.

Communication Satellites (2)

The principal satellite bands.
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Communication Satellites (3)

VSATs using a hub.

Low-Earth Orbit Satellites
Iridium

(a) The Iridium satellites from six necklaces around the earth.

(b) 1628 moving cells cover the earth.

(a) (b)



27.09.2011

13

Globalstar

(a) Relaying in space.
(b) Relaying on the ground.

Public Switched Telephone System

• Structure of the Telephone System

• The Politics of Telephones

• The Local Loop: Modems, ADSL and Wireless

• Trunks and Multiplexing

• Switching
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Structure of the Telephone System

(a) Fully-interconnected network.

(b) Centralized switch.

(c) Two-level hierarchy.

Structure of the Telephone System (2)

A typical circuit route for a medium-distance call.
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Major Components of the 
Telephone System

• Local loops
 Analog twisted pairs going to houses and 

businesses

• Trunks
 Digital fiber optics connecting the switching 

offices

• Switching offices
 Where calls are moved from one trunk to another

The Politics of Telephones

The relationship of LATAs, LECs, and IXCs.  All the 
circles are LEC switching offices.  Each hexagon 

belongs to the IXC whose number is on it.
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The Local Loop: Modems, 
ADSL, and Wireless

The use of both analog and digital transmissions for a computer to 
computer call.  Conversion is done by the modems and codecs.

Modems

(a) A binary signal

(b) Amplitude modulation
(c) Frequency modulation

(d) Phase modulation
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Modems (2)

(a) QPSK.

(b) QAM-16.

(c) QAM-64.

Modems (3)

(a) V.32 for 9600 bps.

(b) V32 bis for 14,400 bps.

(a) (b)
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Digital Subscriber Lines

Bandwidth versus distanced over category 3 UTP for DSL.

Digital Subscriber Lines (2)

Operation of ADSL using discrete multitone modulation.
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Digital Subscriber Lines (3)

A typical ADSL equipment configuration.

Wireless Local Loops

Architecture of an LMDS system.
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Frequency Division Multiplexing

(a) The original bandwidths.

(b) The bandwidths raised in frequency.

(b) The multiplexed channel.

Wavelength Division Multiplexing

Wavelength division multiplexing.
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Time Division Multiplexing

The T1 carrier (1.544 Mbps).

Time Division Multiplexing (2)

Delta modulation.
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Time Division Multiplexing (3)

Multiplexing T1 streams into higher carriers.

Time Division Multiplexing (4)

Two back-to-back SONET frames.
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Time Division Multiplexing (5)

SONET and SDH multiplex rates.

Circuit Switching

(a) Circuit switching.

(b) Packet switching.
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Message Switching

(a) Circuit switching   (b) Message switching   (c) Packet switching

Packet Switching

A comparison of circuit switched and packet-switched networks.
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The Mobile Telephone System

• First-Generation Mobile Phones: 
Analog Voice

• Second-Generation Mobile Phones: 
Digital Voice

• Third-Generation Mobile Phones:
Digital Voice and Data

Advanced Mobile Phone System

(a) Frequencies are not reused in adjacent cells.

(b) To add more users, smaller cells can be used.



27.09.2011

26

Channel Categories

The 832 channels are divided into four categories:

• Control (base to mobile) to manage the system

• Paging (base to mobile) to alert users to calls 
for them

• Access (bidirectional) for call setup and 
channel assignment

• Data (bidirectional) for voice, fax, or data

D-AMPS 
Digital Advanced Mobile Phone System

(a) A D-AMPS channel with three users.

(b) A D-AMPS channel with six users.
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GSM
Global System for Mobile Communications

GSM uses 124 frequency channels, each of which 
uses an eight-slot TDM system

GSM (2)

A portion of the GSM framing structure.
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CDMA – Code Division Multiple Access

(a) Binary chip sequences for four stations
(b) Bipolar chip sequences 
(c) Six examples of transmissions
(d) Recovery of station C’s signal

Third-Generation Mobile Phones:
Digital Voice and Data

Basic services an IMT-2000 network should provide

• High-quality voice transmission

• Messaging (replace e-mail, fax, SMS, chat, etc.)

• Multimedia (music, videos, films, TV, etc.)

• Internet access (web surfing, w/multimedia.)
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Cable Television

• Community Antenna Television

• Internet over Cable

• Spectrum Allocation

• Cable Modems

• ADSL versus Cable

Community Antenna Television

An early cable television system.
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Internet over Cable

Cable television

Internet over Cable (2)

The fixed telephone system.
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Spectrum Allocation

Frequency allocation in a typical cable TV system 
used for Internet access

Cable Modems

Typical details of the upstream and downstream 
channels in North America.
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The Data Link Layer

Chapter 3

Data Link Layer Design Issues

• Services Provided to the Network Layer

• Framing

• Error Control

• Flow Control
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Functions of the Data Link Layer

• Provide service interface to the network layer

• Dealing with transmission errors

• Regulating data flow
• Slow receivers not swamped by fast senders

Functions of the Data Link Layer (2)

Relationship between packets and frames.
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Services Provided to Network Layer

(a) Virtual communication.
(b) Actual communication.

Services Provided to Network Layer (2)

Placement of the data link protocol.
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Framing

A character stream.   (a) Without errors.   (b) With one error.

Framing (2)

(a) A frame delimited by flag bytes.
(b) Four examples of byte sequences before and after stuffing.
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Framing (3)

Bit stuffing

(a) The original data.

(b) The data as they appear on the line.

(c) The data as they are stored in receiver’s memory after destuffing.

Error Detection and Correction

• Error-Correcting Codes

• Error-Detecting Codes
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Error-Correcting Codes

Use of a Hamming code to correct burst errors.

Error-Detecting Codes

Calculation of the polynomial code checksum.
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Elementary Data Link Protocols

• An Unrestricted Simplex Protocol

• A Simplex Stop-and-Wait Protocol

• A Simplex Protocol for a Noisy Channel

Protocol Definitions

Continued 

Some definitions needed in the protocols to follow.  
These are located in the file protocol.h.
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Protocol 
Definitions
(ctd.)

Some definitions 
needed in the 

protocols to follow.  
These are located in 
the file protocol.h.

Unrestricted 
Simplex 
Protocol
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Simplex 
Stop-and-

Wait 
Protocol

A Simplex Protocol for a Noisy Channel

A positive 
acknowledgement 

with retransmission 
protocol.

Continued 
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A Simplex Protocol for a Noisy Channel (ctd.)

A positive acknowledgement with retransmission protocol.

Sliding Window Protocols

• A One-Bit Sliding Window Protocol

• A Protocol Using Go Back N

• A Protocol Using Selective Repeat
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Sliding Window Protocols (2)

A sliding window of size 1, with a 3-bit sequence number.

(a) Initially.

(b) After the first frame has been sent.

(c) After the first frame has been received.

(d) After the first acknowledgement has been received.

A One-Bit Sliding Window Protocol

Continued 
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A One-Bit Sliding Window Protocol (ctd.)

A One-Bit Sliding Window Protocol (2)

Two scenarios for protocol 4. (a) Normal case. (b) Abnormal 
case.  The notation is (seq, ack, packet number).  An asterisk 
indicates where a network layer accepts a packet.
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A Protocol Using Go Back N

Pipelining and error recovery.  Effect on an error when

(a) Receiver’s window size is 1.

(b) Receiver’s window size is large.

Sliding 
Window 
Protocol 
Using Go 
Back N

Continued 
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Sliding Window Protocol Using Go Back N

Continued 

Sliding Window Protocol Using Go Back N

Continued 
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Sliding Window Protocol Using Go Back N

Sliding Window Protocol Using Go Back N (2)

Simulation of multiple timers in software.



27.09.2011

16

A Sliding Window Protocol Using Selective Repeat

Continued 

Continued 

A Sliding Window Protocol Using Selective Repeat (2)
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A Sliding Window Protocol Using Selective Repeat (3)

Continued 

A Sliding Window Protocol Using Selective Repeat (4)
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A Sliding Window Protocol Using Selective Repeat (5)

(a) Initial situation with a window size seven.

(b) After seven frames sent and received, but not acknowledged.

(c) Initial situation with a window size of four.

(d) After four frames sent and received, but not acknowledged.

Protocol Verification

• Finite State Machined Models

• Petri Net Models
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Finite State Machined Models

(a) State diagram for protocol 3.  (b) Transmissions.

Petri Net Models

A Petri net with two places and two transitions.
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Petri Net Models (2)

A Petri net model for protocol 3.

Example Data Link Protocols

• HDLC – High-Level Data Link Control

• The Data Link Layer in the Internet
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High-Level Data Link Control

Frame format for bit-oriented protocols.

High-Level Data Link Control (2)

Control field of 

(a) An information frame.

(b) A supervisory frame.

(c) An unnumbered frame.
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The Data Link Layer in the Internet

A home personal computer acting as an internet host.

PPP – Point to Point Protocol

The PPP full frame format for unnumbered mode operation.
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PPP – Point to Point Protocol (2)

A simplified phase diagram for bring a line up and down.

PPP – Point to Point Protocol (3)

The LCP frame types.
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The Medium Access Control
Sublayer

Chapter 4

The Channel Allocation Problem

• Static Channel Allocation in LANs and MANs

• Dynamic Channel Allocation in LANs and MANs
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Dynamic Channel Allocation in LANs and MANs

1. Station Model.

2. Single Channel Assumption.

3. Collision Assumption.

4. (a) Continuous Time.
(b) Slotted Time.

5. (a) Carrier Sense.
(b) No Carrier Sense.

Multiple Access Protocols

• ALOHA

• Carrier Sense Multiple Access Protocols

• Collision-Free Protocols

• Limited-Contention Protocols

• Wavelength Division Multiple Access Protocols

• Wireless LAN Protocols
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Pure ALOHA

In pure ALOHA, frames are transmitted at completely arbitrary times.

Pure ALOHA (2)

Vulnerable period for the shaded frame.
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Pure ALOHA (3)

Throughput versus offered traffic for ALOHA systems.

Persistent and Nonpersistent CSMA

Comparison of the channel utilization versus load for various 
random access protocols.
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CSMA with Collision Detection

CSMA/CD can be in one of three states: contention, 
transmission, or idle.

Collision-Free Protocols

The basic bit-map protocol.
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Collision-Free Protocols (2)

The binary countdown protocol.  A dash indicates silence.

Limited-Contention Protocols

Acquisition probability for a symmetric contention channel.
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Adaptive Tree Walk Protocol

The tree for eight stations.

Wavelength Division Multiple Access Protocols

Wavelength division multiple access.
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Wireless LAN Protocols

A wireless LAN.   (a) A transmitting.  (b) B transmitting.

Wireless LAN Protocols (2)

The MACA protocol.  (a) A sending an RTS to B.

(b) B responding with a CTS to A. 
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Ethernet

• Ethernet Cabling
• Manchester Encoding
• The Ethernet MAC Sublayer Protocol
• The Binary Exponential Backoff Algorithm
• Ethernet Performance
• Switched Ethernet
• Fast Ethernet
• Gigabit Ethernet
• IEEE 802.2: Logical Link Control
• Retrospective on Ethernet

Ethernet Cabling

The most common kinds of Ethernet cabling. 
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Ethernet Cabling (2)

Three kinds of Ethernet cabling. 

(a) 10Base5, (b) 10Base2, (c) 10Base-T.

Ethernet Cabling (3)

Cable topologies.  (a) Linear, (b) Spine, (c) Tree, (d) Segmented.
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Ethernet Cabling (4)

(a) Binary encoding, (b) Manchester encoding, 
(c) Differential Manchester encoding.

Ethernet MAC Sublayer Protocol

Frame formats. (a) DIX Ethernet,  (b) IEEE 802.3.
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Ethernet MAC Sublayer Protocol (2)

Collision detection can take as long as 2 .

Ethernet Performance

Efficiency of Ethernet at 10 Mbps with 512-bit slot times.
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Switched Ethernet

A simple example of switched Ethernet.

Fast Ethernet

The original fast Ethernet cabling.
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Gigabit Ethernet

(a) A two-station Ethernet. (b) A multistation Ethernet.

Gigabit Ethernet (2)

Gigabit Ethernet cabling.
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IEEE 802.2: Logical Link Control

(a) Position of LLC. (b) Protocol formats.

Wireless LANs

• The 802.11 Protocol Stack

• The 802.11 Physical Layer

• The 802.11 MAC Sublayer Protocol

• The 802.11 Frame Structure

• Services
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The 802.11 Protocol Stack

Part of the 802.11 protocol stack.

The 802.11 MAC Sublayer Protocol

(a) The hidden station problem.
(b) The exposed station problem.
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The 802.11 MAC Sublayer Protocol (2)

The use of virtual channel sensing using CSMA/CA.

The 802.11 MAC Sublayer Protocol (3)

A fragment burst.
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The 802.11 MAC Sublayer Protocol (4)

Interframe spacing in 802.11.

The 802.11 Frame Structure

The 802.11 data frame.
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802.11 Services

• Association

• Disassociation

• Reassociation

• Distribution

• Integration

Distribution Services

802.11 Services

• Authentication

• Deauthentication

• Privacy

• Data Delivery

Intracell Services
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Broadband Wireless

• Comparison of 802.11 and 802.16

• The 802.16 Protocol Stack

• The 802.16 Physical Layer

• The 802.16 MAC Sublayer Protocol

• The 802.16 Frame Structure

The 802.16 Protocol Stack

The 802.16 Protocol Stack.
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The 802.16 Physical Layer

The 802.16 transmission environment.

The 802.16 Physical Layer (2)

Frames and time slots for time division duplexing.
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The 802.16 MAC Sublayer Protocol

Service Classes

• Constant bit rate service

• Real-time variable bit rate service

• Non-real-time variable bit rate service

• Best efforts service

The 802.16 Frame Structure

(a) A generic frame.    (b) A bandwidth request frame.



27.09.2011

23

Bluetooth

• Bluetooth Architecture

• Bluetooth Applications

• The Bluetooth Protocol Stack

• The Bluetooth Radio Layer

• The Bluetooth Baseband Layer

• The Bluetooth L2CAP Layer

• The Bluetooth Frame Structure

Bluetooth Architecture

Two piconets can be connected to form a scatternet.
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Bluetooth Applications

The Bluetooth profiles.

The Bluetooth Protocol Stack

The 802.15 version of the Bluetooth protocol architecture.
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The Bluetooth Frame Structure

A typical Bluetooth data frame.

Data Link Layer Switching

• Bridges from 802.x to 802.y

• Local Internetworking

• Spanning Tree Bridges

• Remote Bridges

• Repeaters, Hubs, Bridges, Switches, Routers, Gateways

• Virtual LANs
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Data Link Layer Switching

Multiple LANs connected by a backbone to handle a total load higher 
than the capacity of a single LAN.

Bridges from 802.x to 802.y

Operation of a LAN bridge from 802.11 to 802.3.
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Bridges from 802.x to 802.y (2)

The IEEE 802 frame formats.  The drawing is not to scale.

Local Internetworking

A configuration with four LANs and two bridges.
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Spanning Tree Bridges

Two parallel transparent bridges.

Spanning Tree Bridges (2)

(a) Interconnected LANs.  (b) A spanning tree covering the 
LANs. The dotted lines are not part of the spanning tree.
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Remote Bridges

Remote bridges can be used to interconnect distant LANs.

Repeaters, Hubs, Bridges, Switches, 
Routers and Gateways

(a) Which device is in which layer.

(b) Frames, packets, and headers.
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Repeaters, Hubs, Bridges, Switches, 
Routers and Gateways (2)

(a) A hub.  (b) A bridge.  (c) a switch.

Virtual LANs

A building with centralized wiring using hubs and a switch.
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Virtual LANs (2)

(a) Four physical LANs organized into two VLANs, gray and white, 
by two bridges.  (b) The same 15 machines organized into two 
VLANs by switches.

The IEEE 802.1Q Standard

Transition from legacy Ethernet to VLAN-aware Ethernet.  The shaded 
symbols are VLAN aware.  The empty ones are not.
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The IEEE 802.1Q Standard (2)

The 802.3 (legacy) and 802.1Q Ethernet frame formats.

Summary

Channel allocation methods and systems for a common channel.
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